Data lies at the core of all smart tourism activities as tourists engage in different and personalized touristic services whilst the pre/during/post traveling or in holidays. From these interactions, a digital data trail is seamlessly captured in a technology embedded environment, and then mined and harnessed in the context of STD -Smart Tourist Destinations to create enriched, high-value experiences, namely those related to eco-responsibility, as well as granting destinations with competitive advantages. At the same time, these technologies enable tourism destinations for an optimization of the use natural resources and energy, as well as for the preservation of natural spaces, in short, reducing the "ecological footprint" of tourism. However, this comes with a cost, an increased "data footprint". Therefore, the perceived enjoyment of experiences must be considered within the legal framework of Privacy and Data Protection by exposing inherent risks, analysing the available answers given by the GDPR -the General Data Protection Regulation of the European Union. Hence the purpose of this paper is i. to singularize the specificities of Smart Tourism Destinations; ii. to show how the principles of personal data protection, as set forth by the GDPR, are allocated within the STD realm; iii. and, finally, to derive potential legal implications of this ecosystem. Our approach is based on a legal analysis engaged in scholarship research. We have mostly denoted the underestimation of the legal implications of technologyenhanced tourism experiences, and the marginalization of both informed involvement and awareness by the individual in these processes. This study is novel in having undertaken an initial exploration of the legal implications of experiences taking place by STD.
INTRODUCTION
However, while these subjects have been examined extensively within Privacy literature, their specific context and legal consequences on STD is still to be explored. As a matter of fact, this is perceived and pointed out as a missing issue by the Tourism Science literature regarding STD 1 .Given the insufficiencies in the literature and these recent claims, this study aims to provide a theoretical review of the technology-enhanced tourism experiences and its legal implications to privacy and data protection.
Theoretically and in practice, STD have been designed to enrich tourism experiences and to enhance the competitiveness of each destination, while preserving the natural environment. As a matter of fact, ICTs embedded within tourism destinations environments allows the collecting and analysis of large amounts of tourism data for the identification of attitude patterns and to predict behaviors of tourists and travelers. This is achieved by addressing their potential needs and desires even at an unconscious level of travelers.
Regarding this connection between Tourism and ICTs, we're facing a specific context, where the relationship between clients and providers, through their apps/services, is generally short-lived, which makes trust-building and costumer's loyalty much harder 2 . Moreover, the need for real-time information in situ is so imminent that tourists might be easily persuaded to forego their data, even more when they're focused on eco-responsibility concerns. On another hand, benefits or "perceived enjoyment" (evoked by engaging content and interactive system features) are heightened 3 , suggesting that personal data and privacy concerns might be temporarily suspended. At the same time, tourism activities take place in locations outside of the usual realm of the traveler and are often facilitated by unknown local service providers, which decrease risk perceptions and therefore personal data and privacy concerns 4 , for instance at natural spaces apparently far from urban invasive surveillance. Further, these risks are amplified as the number of connected smart objects grows and are multiplied by the complexities involved in multiple vendors and interoperating systems. Even being tourism the world's largest industry, with receipts of almost 1,200 USD Billion in 2017, and growth expectations of 4% to 5% for 2018, according to the UNWTO Barometer, notwithstanding internal tourism.
Given the nature of STD and its uses, the application of some of the traditional principles of data processing (e.g. the principles of data minimization, purpose limitation, fairness and transparency, and free, specific and informed consent) may be challenging in this technological scenario.
The following illustrative examples provide insight towards the personalized and smart value-added services that STD can offer. Full historic or environmental immersions through smart optics devices or augmented reality for a "happy guest" are services already offered. Further, location-based services (LBS) could alert users to the closeness of birds to be watched or to endemic plants. Besides, estimated waiting time for the entrance to Natural Parks and other Protected Sites can be accurately quoted, to the minute, so tourists may reorganize their visiting or trail options or get a drink in a bar while waiting. Besides, aware on customers' special dietary circumstances in regard with their medical condition, as well as religion restrictions, tourism service providers may provide for meals that suits their preferences. As for transport, real-time information about the tourist's destinations, which direction to get on, and the ability to respond (i.e., by suggesting alternatives) to unpredictable events in real-time are envisioned, namely sudden weather changes. RFID tags on their outfit would make it easier to locate travelers in case of being lost or in order to identify those liable for damages inflicted to natural spaces or protected species.
All these enhanced services allow tourists to get much more from their travel and helps them fulfilling the experiential travelling potential of the destination 5 .These STD experiences are hence achieved through intensive personalization, context-awareness and real-time monitoring 6 -7 , processes which entail legal risks, demanding a careful analysis within the data protection framework.
As a large spectrum of tourism data processed in a smart tourism environment concern personal data and human interaction, there is a direct impact on individuals and their rights with regard to the processing of personal data. the confidentiality of the personal data and information concerning them, especially when these are stored electronically. Therefore, it should be underlined that Privacy and Data Protection evaluation is needed in any tourism environment, balancing the tradeoff value and affordances added by STD and its legal protection. This work therefore provides a study of the principles of data protection, as set forth by the GDPR, within the STD context. The paper 9 is organized as follows. Section 1 refers to the background of STD, describing briefly its origin, constituents, specificities, added-value and objectives. Section 2 provides some of the most important risks that can be appointed to STD regarding privacy and data protection, and its corresponding compliance to the General Data Protection Regulation
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, as the current basis of the Privacy and Data Protection Legal system in the European Union.
SPECIFICITIES OF SUSTAINABLE STD
This section describes the constituents of STD, objectives and derived added value.
Smart Tourism Destinations
In order to characterize more closely the utility functions layered in tourism destinations, it is worthy to point out that successful destinations are composed by five tourism dimensions:
transportation, accommodation, gastronomy, attractions and ancillaries services, which can be then structured into six axes or "6As" as the literature 11 describes, namely: i. Attractions, which can be natural, like as mountain or a seaside; artificial, as amusement parks or sports facilities;
or cultural such as music festival or a museum; ii. Accessibility refers to the transportation within the given destination; iii. Amenities characterize all services, namely accommodation, gastronomy and leisure activities; iv. Available Packages; v. Activities; and vi. Ancillary Services (e.g. daily use services such as bank, postal service and hospital). As an example of i. the interactive online website of PixMeAway 24 is a picture-based search engine that allows consumers to interact with the interface, select appealing travel motifs, photos, the traveler type, and define their travel personality. The website will provide destination suggestions matching their criteria.
As an example of ii., the Each of these sources provide a massive size of digital traces (data trails or digital footprint), resulting in multidimensional sets of data, known as Big Data
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. This massification of real-time (tourism) data, from different sources, analyzed by IoT industries, has created big pools of data to mine. Hence, SDT can be considered both as consumers and producers of big data.
Besides, Tourism Data reveals specific features, as it holds strategic value, allowing the detection and prediction of future behaviors and trends, allows for the analysis of development and optimization processes of products/services, retention of customers, and ultimately is useful 26 Barbara Neuhofer & Dimitrios Buhalis et al. (2015) 
IMPLICATIONS OF SMART TOURISM DESTINATIONS FOR PRIVACY AND

DATA PROTECTION
Big tourism data is an asset being exploited using a multi-modal pipeline of advanced data analysis methods called big data analytics 40 comprising: content analytics crawlers (mining unstructured content), machine learning (ML) algorithms, natural language processing tools (NLP) and data mining techniques (DM). i. Big data analytics uses large numbers of ML algorithms against data to find correlations, inferences between data. Once relevant correlations are identified (originally unforeseen), a new machine learning algorithm can be created and deployed to particular cases in the future; ii. Tendency to collect and analyze all the data that is available; iii. Repurposing of data for which it was originally collected, as analytics are able to mine data for new insights and find correlations between apparently disparate datasets; iv. Use of new types of data automatically generated and coming from the IOT devices, as sensors.
Even though these methods endow stakeholders with a fine-grained data to extract value, trends and patterns, thereby enabling them to customize technology-empowered experiences through smart products and services, they also increase known risks hampering privacy and data , as the processing of non-sensitive data can lead, through data mining, to data that reveals personal or sensitive information, thus, blurring the conventional categories of data.
In principle, when data is rendered anonymous (Recital 26) all identifying elements have been irreversibly eliminated from a set of personal data and cannot leave space to re-identify the person(s) concerned; therefore, it is deemed to be no longer personal data and IoT developers are be able to release, sell or publish the data without data protection requirements. Conversely, deanonymization strategy in data mining entails that anonymous data is cross-referenced with other sources to re-identify the anonymous data. Thus, the processing of datasets rendered anonymous may never be ensured The principle of fairness is preserved in the GDPR in Article 5(1)(a) stating that personal data must be "processed fairly, lawfully and in a transparent manner in relation to the data subject".
At first sight, these principles require that when the data is collected, it must be clear as to why that data is being collected and how the data will be used. The GDPR prohibits automated individual decision-making that significantly affect individuals (Arts. 22 (1) and 4(4)).Yet, from the integration and matching techniques of tourism datasets, knowledge can be produced about users and ease the creation of profiles: consumer, movement, or social profiles. Profiling vests companies, public authorities to determine, analyse or predict people's personality, behaviour, and preferences without their cognition, and make also possible to refer these behaviours and attitudes to perfectly identified individuals. Such processes may and are likely to epitomize privacy invasiveness, waiving the data subjects' control upon their data, and promote direct or indirect discrimination.
However, secret-tracking and decision-making on the basis of profiles are hidden from any individual, which is left without meaningful information about the "algorithmic logic" developing these profiles and has an effect on the data subject c) Surveillance under the disguise of service provision and desensitizing effect Data subject's interactions in a smart destination environment will be increasingly mediated by or delegated to (smart) devices and apps. Most of the destinations are using videosurveillance systems as sensors to supply real-time information on public transportation, traffic, in the domains of emergency and personal safety, navigation, and access to tourist information on the go, which all provide value to the user: safety, convenience, and utility in daily lives, as well as in vacation. Such information is transmitted via, for e.g., smart remote controllable digital CCTV cameras that can zoom, move and track individual pedestrians, ANPR (number plate) recognition, GPS, Wi-Fi network tracking reliable facial recognition software, location-based service apps (LBS) 58 . It has been argued that such devices desensitize users about providing location-based information because of the ease with which it happens and the "coolness" factor that comes with it. These developments require devising specially protected digital spaces for children which are particularly vulnerable in the face of data processing practices. d) Conditions to process personal data: consent, legitimate interests, contract and public sector In this intelligent environment, it is dubious to give or withhold our prior consent to data collection 59 , as it seems to be absent by design. The awareness that the ubiquitous sensors are so embedded in the destination that they literally "disappear" from the users' sight, so that they will not even be conscious of their presence and hence consent to the collection, can be envisaged within STD. We can, at some extent, concede that the obtaining of such consent, in STD contexts, would be defined in a mechanical or perfunctory manner, or as a "routinization".
We note also that as for CCTV, ANPR and MAC whilst tracking and sensing, the notice in the form of information signs in the area being surveilled, or on related websites, does not conform to the consent requirements. The issue of the IoT embedded in STD is that its sensorization devices are explicitly designed to be unobtrusive and seamless, invisible in use and unperceived to 58 Barbara Neuhofer & Dimitrios Buhalis, et al. (2015) op. cit. . Hence, the data controller might have difficulty in demonstrating that the consent was given, and the data subject is not able to withdraw that consent.
Still, consent is not yet part of a function specification of IoT devices, and thus, they do not have means to display "provide fine-tuned consent in line with the preferences expressed by individuals," because smart roads, trams, tourist office devices are usually small, screenless and lack an input mechanism (a keyboard or a touch screen) 62 .
Regarding the amount and assortment of these interactions, it is just too onerous for each data subject to assess their privacy settings across dozens of entities, if any, in order to ponder about the non-negotiable tradeoffs of agreeing to privacy policies without knowing how the data might be used now and in the future, and to assess the cumulative effects of their data being merged with other datasets 63 .
Reverting also to other legal grounds, processing personal data relies on "public interest", which can sidestep the need for consent (health, national governmental agencies gather data for e. g. e-Government systems, e-Health). Nevertheless, this possibility should not conceal any eventual "third-party interest".
Most commercial systems rely on the "legitimate interests" ground, even if they consist in "the vaguest ground for processing"
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, and offers a lot of scope for industry to process data by claiming any deemed necessary "legitimate interest". In fact, the processing must be "necessary" for the legitimate interests and not just potentially interesting be assessed on a case-by-case basis". This Opinion sets out an approach to assessing whether any further processing is for an incompatible purpose. Moreover, Recital 50 of the GDPR states that in assessing compatibility it is necessary to take account of any link between the original and the new processing, the reasonable expectations of the data subjects, the nature of the data, the consequences of the further processing, and the existence of safeguards.
Yet, automatic capture of tourism data through sensors might be collected for potentially secondary unauthorized purposes that had not been initially scheduled or still to be discovered, or for profiling, for abusive marketing activity, undermining this way the purpose limitation principle.
Anyway, in practical settings, companies "repackage data by de-identifying them (using pseudonyms or aggregation) The GDPR says personal data shall be "adequate, relevant and limited to what is necessary in relation to the purposes for which they are processed", Art. 5 (1) (c), and so organizations should minimize the amount of data they collect and process, and the length of time they keep the data.
Yet, in substance, smart technology purports the massive collection, aggregation and algorithmic analysis of all the available for various reasons, such as understanding customer buying behaviors and patterns or remarketing based on intelligent analytics.
Big data analytics may discover unexpected correlations that do not retrospectively justify obtaining the data in the first place, for example, between data about people's lifestyles and their credit worthiness. Therefore, organizations need to be clear about which data is deemed to be necessary, excessive and relevant for the purposes of the processing.
In addition, personal data shall not be kept longer than necessary for the purpose for which it is being processed, as prescribed by the storage limitation principle, Art. 5 (1) (e). This principle is becoming part of the "lifecycle governance strategy" retention policies of Even exercising the "right to be forgotten" (Art. 17), where data subjects will have the right for their data to be erased in several situations, for e.g., when the data is no longer necessary for the purpose for which it was collected, or based on inaccurate data, it may be difficult for a business to find and erase someone's data if it is stored across several different systems and In an STD scenario, controllers and processors should test the adequacy of the by-design solutions adopted on a limited amount of data by means of simulations, before their use on larger scales, in a learn-from-experience approach. This would make it possible to assess the potential bias of the use of different parameters in analyzing data and provide evidence to minimize the use of information. By-design solutions should be adopted to avoid as much as possible sensitive data to be used to infer sensitive information. the right to equal treatment, to non-discrimination and the protection of personal autonomy based on a person's right to control his/ her personal data, that may never be the price paid for an enhanced environmental awareness.
Controllers should adopt a precautionary approach 81 in regulating data protection in this field of STD, such as adoption of preventive policies concerning the risks of the use of Big Data analytics in tourism, a risk-assessment of the potential impact of data processing on fundamental rights and freedoms of data subjects and provide appropriate measures, such as "by-design" and "by-default" solutions to mitigate the appointed legal risks and implications.
Smart tourism raises big issues with respect to information governance 82 and about correctly deriving the "added" value from information in an open and ubiquitous info-structure.
As for now, the current assumption is that all captured information is extremely valuable and necessary to organizations and will be freely provided by the smart tourists who seek enriched tourism experiences 83 .
Moreover, the lack of privacy and data protection mindset of engineers and coders working in IoT/cloud business poses a very large problem for the future .Also as future work, we will qualify the figures of data controller and processer in the context of STD. As stated in the tourism literature, tourism, by definition, is a service-intense industry with a "business network", since it relies on a number of stakeholders for its ability to deliver products and services collection of inter firm relationships, including alliances, long-term buyer-supplier relationships, and informal collaborations" where each of the actors involved process personal data and therefore their legal obligations should abide to the GDPR.
In presenting an exploration of the technology-enhanced tourism experiences concept, this work hopes to stimulate further interdisciplinary research in the area. 
